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AUTOMATION OF LABOR PROTECTION SYSTEM
MANAGEMENTAT AN INDUSTRIAL ENTERPRISE

In the hearing State, to which the Republic of Kazakhstan belongs,
issues related to occupational safety and health at industrial enterprises,
regardless of the form of ownership, are given quite a lot of attention.
Because the citizens of the country are the main wealth of the country.

If at large enterprises, including with the participation of foreign
capital, the process of ensuring labor protection measures is organized
to some extent, then at medium-sized and small businesses, work is
practically not carried out.

Today, in the subjects of medium and small businesses, the
organization of accounting, control and timely instruction, if conducted
in the old-fashioned way with an entry in journals or in word or excel
documents, which today is not only not effective, but also does not ensure
the full fulfillment of the duties of an occupational safety engineer and
safety regulations (FROM and TB).

The adopted Law on Digitalization, the tasks set by the President of
the Republic of Kazakhstan in, require managers of industrial enterprises,
technical specialists dealing with labor protection issues to radically
changethe organization of the process of ensuring the learning process,
monitoring and compliance with safety and sanitary rules using
information technology.
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The article presents a computer programcapable of integrating into
an automated industrial enterprise management system, in particular,
into an automated workplace of an industrial safety engineer.

The developed computer program allows employees of an industrial
enterprise (of any division) to be instructed and tested in a remote format
directly at the workplace;

The practical application of the developed program on a small
business entity during the year made it possible to increase the
effectiveness of labor protection measures by 25 %, eliminate
occupational injuries and reduce the level of safety violations by 75 %.

Keywords: control automation system, labor protection, industrial
enterprise,information systems, program

Introduction

The automation system of occupational safety and health (OS and H) at an
industrial enterprise should be based on the use of information technologies,
ensuring both corporate and information security.

The number of injuries in Kazakhstan has not decreased and remains at the
same level, which requires the close attention of regulatory services. [1].

The organization of OS and H at an industrial enterprise includes the
development of software codes capable of integrating various aspects of the
management system, in particular, the analysis of data on accidents, the
movement of personnel along the career ladder, accounting and control of the
passage of occupational health and safety measures, and more.

In this regard, a key figure in the occupational health and safety automation
systemis a safety engineer.

The functional of a safety engineer consists not only in conducting briefings,
writing out work orders, for the most part, his main taskis to monitor compliance
and fulfillment rules, instructions, regulations guaranteeing the preservation of
life and health of both production and administrative personnel.

Moreover, in small enterprises with fewer than 50 employees, a safety
engineer is not provided. This functionality is assigned either to the head or
anotheremployee of the enterprise and not only the logs are not always filled in,
but there are even no necessary instructions and the necessary briefings are not
carried out.

Today's realities require the introduction of digital technologies, including
in labor protection, as noted in the message of the President of the country [2;3].
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In this regard, the purpose of the study is the need to develop a computer
program that ensures compliance with occupational health and safety measures,
allowing you to automate the functionality of an occupational health and safety
engineer or a person replacing him at an industrial enterprise.

Materials and methods

The developed program code is executed using JavaScript languages
(Node.js can be downloaded from the official website nodejs.org), HTML, CCS.

The Express framework was used to create the server side of the program
code.js for Node.js . EXpress.js is used to create web applications and APIs based
on Node.js .

To add a database to Express.The js application uses Mongoose, a library
for working with MongoDB, which creates data models and executes queries to
the database.

Fig. 1a, shows the Connection String, which contains information about the
host, port, database name, and credentials.

Fig. 1b, shows the code block of the users data model, which defines the
structure and data types for storing information in the MongoDB database.

& Do (luster0

Dorabose

Callections

Jrs— node-mongodbarticles

nude-nosgodh

a) b)
Figure 1 — a) the Connection String , b) the code block

To log into the protected parts of the program, use middleware, which
checks the user's authorization. Middleware checks whether the user has
authentication data (for example, session data) and determines whether he has
access to protected resources (see fig. 2).
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Figure 2— Verification of user authorization

The passed parameters are available in the JS template for dynamic content
generation. For example, the role parameter can be used to generate admin
elements or other content depending on the user's role (see fig. 3).

lons308aTenu

«t" onclick="openModal(addUserModal)
+ [lobaenTe nonL308aTena

f;" onclick="deleteUser()"

Ypanute

Figure 3—Role Verification block
Todevelop the client side of the program, semantic tags were used in HTM L

markup to create the page structure and built-in EJS templates for dynamic
content generation. headings, forms, buttons, and more (see fig.4).
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Figure 4—HTML + EJS markup

Next, the pages are styled using CSS, with the definition of the appearance
and location of the elements (see fig. 5).

To develop the client side of the program, semantic tags were used in HTM L
markup to create the page structure and built-in EJS templates for dynamic
content generation. headers, forms, buttons, and more.

Thanks to this, it was possible to significantly reduce the development time,
as well as provide simpler support and scalability of the project [4;7].

Figure 5— Element Styles

The use of JavaScript (vanilla) made it possible to improve the functionality
of the program, process userevents, validate data on the client side and interact
with the serverwithout reloading the page, expand the capabilities ofthe program
[8;10].

Below, the functionality of the program code is presented, its key features
and specific features, in particular, functions for sending responses, counting the
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number of correct user responses, sending a list of tests passed by the user (see
Fig. 6).

document.qu ctory (-t ") .forEach(item

submitReque: ion.href + '/submitTest',
.then(

res
if (answer) correctCounti+;
i

alert("Konn4ecTeo eepl B - " + correctCount);

Figure 6— Function for sending responses

The developed program code allows you to maximize the functionality and
tasks of the study and has the opportunity to expand the capabilities of the
program.

Results and discussion

Description of the program code menu in Russian. There are several ways
to run the developed program code:

1) GitHub: Download the directory with the application files from the
GitHub website where it is hosted (https://github.conVAlik243/Safety ).

2) From the media: USB flash drive or external disk) to your computer;

3) Cloud Storage: Google Drive/

After the dependencies are successfully installed, the Node server must be
started.js using npmstart or node app command.js in the terminal.

The program launch is available at: http://localhost:3000 (see fig. 7).
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ws IP Configuration

Ethernet adapter Ethernet:

Figure 7 —Command to get an IP address (windows)

Log in to the «automated workplace of an occupational safety engineer»
program using your credentials (see Fig. §).

AUTHORIZATION
[ ENTER YOUR USERNAME ]
[ ENTER THE PASSWORD ]
[ ENTER ]

Figure 8—Login to the system

Fig. 9 shows the nomenclature of the functional of the software code
«automated workplace of an OS and H engineer» (OS and H), the headings of
instructions, orders, a brief description, the number of readers, and the time of
familiarization. Users can sort instructions and orders by sections: «Newy,
«Mandatory» (for users with a certain position) and «Additional» (optional).
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CATALOG

New Required Additional

- 8 0 min -’ Thour 30

- I8 4 min

Figure 9—Nomenclature of instructions

An OS and H engineercan create new instructions and orders using a special
key on the main page in a window with fields for entering the necessary
information (see fig. 10).

ADD ISTRUCTIONS

K

Title
Description

Text

CLOSE [ ADD

USER 1 Manager

Figure 10—Adding instructions, orders
The OS and H engineer sees a list of all users, including their names and

positions, and can add a user.
He can also create tests on the topics of instructions and orders (see fig. 11).
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Electrical safety

Add text

1. | Question

® [ Answer1 Answer 2 Answer 3 |

2. | Question

[(Amswer1 o [(Anmwerz Amswer 3 |

5. | Question

I Answer 1 | Answer2 | @ Answer 3 |

+ Add question

[ CLOSE ] [ ADD J

Figure 11-Creating tests
After passing the tests according to instructions or orders, the OS and H

engineer has the opportunity to view the test results in the «usersy» section (see
fig. 12).

Worked out orders and instructions

P
° Labor protection 2
° Availability of equipment N1
CLOSE
Figure 12—Test result
Conclusions

The use of the developed software code «automated workplace of an OS
and H engineer» will increase the efficiency of the automation and controlsystem
at an industrial enterprise..

In turn, this allows you to:

-delegate the authority of an OS and H engineer, technical personnelof an
industrial enterprise, if necessary;

-improve measures to monitor the timely completion of briefings, passing
qualification tests, familiarization with orders and orders;

-automate the work of an OS and H engineer, reduce the amount of manual
work, increase efficiency through the introduction of digital technologies;

-eliminate the influence of the human factor when passing control tasks;
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-to use the software product in industrial enterprises of medium and small
businesses;

-access the program from anywhere with an internet connection;

-the possibility of integration into an automated enterprise management
system.

Practical testing of the developed software product on a small business
entity during the year allowed it to increase the effectiveness of occupational
safety and health measures by 25 %, eliminate industrial injuries, and reduce the
level of safety violations by 75 %.
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OHEPKOCINTIK KOCIOPBIHJIA EHBEKTI KOPFAY JKYHECIH
BACKAPYJIbI ABTOMATTAH/IBIPY

Osine owcone Kaszaxcman Pecnybnukaceina xamvlcmvl ecmumiH
MeMlleKemme — MEHWIK — HbICAHbIHA — KAPAMACMAH — OHEPKOCINMIK
xocinopwvinoapoa Enbexmi  xopeay Mmen  mexuuxa — Kayincizoiein
KamMmamacwlz emyee 6auiaHbiCmyl Mocenenepee Kon Kowin ooninedi. En

azamammapul endiy bacmol Oaiiiviebl 0012AHObIKMAH.
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Eeep ipi xocinopvinoapoa, ouvly iwinoe wemenoix Kanumaiowvly
Kamvlcyvimen, Oenecini 0ip dopedcede eyoexkmi Kopaay Jicone Kayincizoix
MEXHUKACLL  JHCOHIHOe2l  Ic-uapanapobl KaMmamacsl3 emy npoyeci
YUBLIMOACMBIPBLICA, OHOA OPMA JICOHe WaablH Ou3Hec cybvexminepinoe
011 ic Jicy3iHOe OPLIHOAAMALObL, 0eMeK, OHEPKICINMIK AHCapaKammamy
MeH 21ca3amaubl;M OKU2aiapObiy KON CaHbl.

Byeinei xyni opma oicone waevin busznec cybvexkminepinoe ecenke
anyowl, 6AKLIIAYObL JCOHE KIpICne, HCYMbIC OPHLIHOA, A2biMOA2bl JCOHE
backa 0a Hyckamanapowvl  Yaxmelivbl — OMKI3y0i  YULIMOACbIDY
arcypuandapoa nemece Word nemece Excel xyscammapuvinoa osicazymen
ecki v0icner dcypeizinedi, Oyn Oyeinei KyHi muimoi 2ana emec, COHbLMEH
Kamap ewoexmi  Kopeay JlcoHinOeei  umdceHepOiy  1ayasvlMObIK
MIHOemmepin — MONbIK  OPLIHOAYObl  KAMMAMACLI3 — emnetol  JcoHe
Kayincizoik mexuuxacwl (E K owcone KT).

Kabwvinoanean — yugpranovipy  myparwt  3ay,  Kasaxcman
Pecnybaukacvinoty Ilpesudenmi  Kotiean Mmindemmep, OHEPKICINMIK
KOCINOpbIHOApObIY OACUBIIAPLIHAH, eHOeKmI Kopaay dicone Kayincizoik
MEXHUKACHL MOceneNepiMeH alHAIbICAMbIH MeXHUKAIbIK MAMAHOAPOAH,
OKbIMY NpOYeciH KaMmamacvl3 emy npoyecin yuvimoacmelipyad,
aknapammel — MeXHOA02USANAPObl  KOJIOAHA — OmMbIpbin, — KAVincizoik
MeXHUKACLl MeH eHOeKmi Kopaay epedcenepin 6akvliay MeH cakmayad
mybeeelini eseepicmep eneizyoi manian emeoi.

¥cvinvinean maxanaoa oHepKocinmix KOCINOpbIHHbIY
asmomammanovipwlizan — backapy  Jicylecine, aman — aumKaHod
OHEePKACINMIK ~ KOCINOPBIHHLIY — KaVINci30ik — mexuuxacvl  OoublHua
UHIICEHEPOIY  ABMOMAMMAHOLIPHIIZAH  JICYMbIC OPHLIHA  OIpIKmMipyee
Kabinemmi KOMNbIOMepaiK 6a20apaama YCblHbLIAObL.

Komnvromepaepze apHanzau bazoapnama OHEPKOCINMIK
KOCINOPBIHHLIY  (Ke3-Kencen OonimuieHiy) Kbizmemxepaepine mikenell
JHCYMBIC  OPHBIHOA  KAWBIKMA2bl  (popmamma  HYycKay MmeH —OLLimol
mexcepyoen omyee MyMKiHOIK Oepedi;

JKoin  6oubl  wacvln  Ousnec — cyOvekmicinOe — o3ipaencen
bazoapnamanvl ic oicysinde naunoanamy Enbexmi  xopeay owcomne
Kayincizoik mexuuxacwvl Jconindei ic-wapanapoviy muimoiniein 25 % -
2a apmmvlpyad, 6HepKOCINMIK — JHcapakammanyovl — 0010bipmayaa,
Kayincizoik mexnukacvin 0y3y Oeneeilin 75 % - ea memendemyze
MYMKIHOIK Oepoi.
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Kinmmi ce30ep.: 6ackapyovl asmomammanovipy oicyueci, eyoexmi
Kopeay, OHepKoOCInmiK KoCinopbwiH, Aknapammolk Jcyenep, bazoapiama.

*K. Axuwes®, XK. Hypmaii®

1.2Kasaxckuii yHUBEpCHTET TEXHOJOTMH U OusHeca uMenn K. Kynmaxanosa,
Pecniy6mmka Kazaxctan, 1. Actana

IMoctynuno B penakuuro 09.07.24

Ioctynuio c ucnpasienusimu 22.08.24

Ipunsarto B neuats 05.09.24

ABTOMATWBAIIMM YIIPABJEHUSA CHUCTEMOW OXPAHBI TPY]IA
HA IMPOMBIIIVIEHHOM IIPEAIIP USITUN

B crviwawem e2ocyoapcmee, k  Komopwvim omHocum cebs u
Pecnybnuxa Kazaxcman, oocmamouno 601vuioe sHUManue yoesemcs K
BONPOCAM CBA3AHHLIM K 00OECneyenulo OXpamvl mpyoa U mMeXHUKU
bezonacHocmu HA NPOMBIUIEHHBIX RPEONPUAMUAX He 3A6UCUMO OM
@opmur cobcmsennocmu.  Tax Kkax epajcoane cmpauvl AGAAIOMC
2NABHbIM 602AMCMBOM CHIPAHDL.

Ecau na xpynnelx npeonpusmusix, 6 mom uucie C ydacmuem
3apybescnozo Kanumaid, 8 KAKOU-mo mepe U Op2aHu308an Npoyecc
obecneueHus MeponpUAmuULL 1o oOxpane mpyoa u mexHuku 6e30nacHocmu,
mo Ha cybvekmax cpedHezo U MAai02o Ousnecda, OH NPAKMUYECKU HE
BbINOIHACTNCA, OMCI00d U  00abUWOE KOIUYECNEO NPOMbIULEHHO2O0
MpPAGMAmMu3Ma u HeCUamublX CIy4aes.

Ha cecoonsunuii oenv na cybvexmax cpedne2o u manozo busmeca
opeanuzayus yuemd, KOHMPOAS U CBOEBPEMEHHO20 NPOXOIUCOEHUs
6600H020, HA pabouem Mmecme, MeKywezo u Opy2ux UHCMpYKmasiceu
gedemcsi NO CMApPUHKeE C 3ANUCHIO 8 HCYPHANAX ULU 8 OOKYMEHMAX 60p0
UnY IKCeN, YMO HA Ce200Hs He MOAbKO He IPHeKmusHo, HO U He
obecneuusaem NOJIHOYEHHO20 BbINOTHEHUSA 00IICHO CHIHBLX
obsA3aHHOCMEll UHJICeHepa No OXpaHe mpyoa U mexHuxke 0e30nacHocmu
(OT u TB).

Hpunsmoui  3axon o yugposusayuu, 3a0a4u nocmasienHvie
npezudenmom Pecnybauku Kaszaxcman, mpebdyiom om pykogooumerei
npOMbIULTEHHBIX npeonpusmul,  MexHUYeCKUx cheyuanucmos
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BAHUMAIOWUXCSL BONPOCAMU OXPAHBL MPYOd U MEXHUKU 0e30NaCHOCHIU,
KOPEeHHO20 U3MEeHeHUs K Op2aHu3ayuu npoyecca obecneuerus npoyecca
00yUeHus, KOHmMpOas U COONO0eHUs. NPABUL MEXHUKU Oe30NACHOCTU U
0XpaHsvl Mpyoa ¢ npumeneHuem UHPOPMAYUOHHBIX MEXHOLOSUI.

B npeocmasnennoii cmamve npeonaeaemcs npoepamma oas IBM
CROCOOHAsL UHMESPUPOBAMbCS 6 CUCMEMY  dAGMOMAMUUPOBAHHYIO
cucmemy Ynpasnenus NPOMbIUIEHH020 NPeOnpusmus, 6 YdaCMHOCMU
asmomMamusuposanHoe pabouee MeCmo UHICEHepd N0  MeXHUKe
6€e30nacHOCmu NPOMBILULEHHO20 NPEONPUSIMUSL

Paspabomannas npoepamma 0as DBM, nozsonsem compyonuxam
NPOMBIULEHHO20 npednpusimus (106020 noopaszoenenus) npoxoount
UHCIMPYKMAdC U NPOGEPKY 3HAHULL 8  YOaIeHHOM  popmame
HEeNnocpeoCcmeeHHo Ha padbouem mecme;

Ipaxmuueckoe ucnonvsoeanue paspabomanHol npocpammvl Ha
cybvekme Mmano2o Ousneca 6 meyenuu 200d, NO380AUNA NOBLICUMD
apgexmusnocmo  Meponpusmuil no 0Xpame mpyoa u MmexHuKe
b6ezonacnocmu Ha 25 %, UCKIIOUUMb NPOMBIUIEHHBIU MPABMAMU3M,
CHU3UMb YPOGEHb HAPYWEeHUU mexHuku 6ezonachocmu Ha 75 %.

Knwouesvie cnosa: cucmema asmomamuszayuu ynpasieHus, 0XpaHai
mpyoa, npoMblUIeHHOe NPeOnpusimue, UHHOPMAYUOHHbIE MEXHOIO02UU,

npoepamma.
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