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USING ARTIFICIAL INTELLIGENCE
FOR MONITORING UNAUTHORIZED
CONNECTIONS TO CONSUMER
POWER NETWORKS

In 2024, the issue of “Electricity theft” remains relevant in
Kazakhstan, especially amid the projected electricity shortage, which,
according to JSC “KEGOC”, may exceed 1.025 GW. This situation forces
the government of the Republic of Kazakhstan to consider measures such
as importing electricity from the Russian Federation or introducing
consumption restrictions for domestic users. With increasing tariffs and
resource shortages, illegal connections place an additional burden on
the energy system, leading to financial losses for energy companies and
reducing the reliability of power supply.

This article examines a monitoring system for electricity consumption
aimed at detecting “Unauthorized connections” and excessive power
usage. An Al-based automated management system analyzes electricity
consumption in real-time, comparing it with the nominal average value
stored in a database. If the consumption exceeds the set limit by 10 %,
the program triggers an alarm by sending notifications via SMS to the
subscriber s phone, the Telegram messenger, and activating an alarm
signal on the control panel or management system.
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If the consumer fails to respond within 10 minutes, the system
automatically disconnects power on all phases, preventing possible
overloads and unauthorized consumption.

Al-based automated monitoring systems can track electricity
consumption in real-time, detect anomalies, and quickly respond to
unauthorized connections. This capability helps minimize financial losses,
enhance control over power grids, and improve power supply reliability.

Al-driven information technologies are becoming key tools in
preventing electricity theft and unauthorized electricity usage, including
in the Republic of Kazakhstan.

Keywords: artificial intelligence, unauthorized access, energy
consumption, automation of management, monitoring.

Introduction

An unauthorized connection to electrical networks refers to the illegal
consumption of electricity without a contract with the supplier or with the intent
to reduce the recorded electricity usage. There are several main methods of such
connections:

1 Unauthorized Connection to Overhead Power Lines:

— Connecting to a power transmission line (PTL) without permission;

— Using wires for direct connection to high-voltage lines;

— Concealing the connection to resemble an existing legal line.

2 Illegal Connection to Distribution Panels:

— Unauthorized access to a building’s electrical panel;

— Connecting to common electrical networks without a meter;

— Using hidden wiring to bypass metering devices.

3 Tampering with the Electricity Meter:

— Placing magnets on the meter to slow down its operation;

— Reprogramming or replacing the meter with a modified version that
underreports consumption;

— Installing bypass circuits (jumpers) to use electricity without passing
through the meter.

4 Connection to Underground Cable Lines:

— Unauthorized excavation and connection to underground power grids;

— Using hidden cables to supply electricity while bypassing metering;

— Masking illegal connections as part of a legitimate electrical network.

5 Use of Illegal “Dual” Power Supply Schemes:

— Connecting to an alternative unregistered power source;

— Switching between legal and illegal connections to avoid detection;

— Connecting to someone else’s electrical line to reduce personal energy costs.
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6. Unauthorized Electricity Consumption at Construction Sites:

— Using electricity without a temporary connection contract;

— Directly connecting to a transformer substation;

— Illegally utilizing power grids on private and industrial sites.

7. Large-Scale Unauthorized Connections in Residential Areas:

— Group connections to power grids without proper consumption accounting;

— Use of homemade distribution nodes in garage cooperatives and suburban
areas:

— Multiple unregistered consumers drawing power from a single line.

The Code of the Republic of Kazakhstan on Administrative Offenses [1], the
document [2]; [3]; [4] strictly regulates illegal connections to electric networks.
Currently, fines and liability for unauthorized connection to the electric grid have
been tightened in the Republic of Kazakhstan [5]; [6]; [7]; [8]; [9]. In particular,
in America, criminal liability is provided for such acts [10].

Research Objective: Utilizing the capabilities of artificial intelligence to
monitor unauthorized consumer connections to the power supply.

Materials and methods

The study utilizes machine learning methods, the object-oriented programming
language Python, and the following libraries:

— sqlite3 — interaction with the database storing historical data on average
electricity consumption;

— smtplib— sending SMS via an SMTP server;

— telepot — working with the Telegram API for automated notifications;

— gpiozero — controlling relay circuit breakers for power disconnection
(suitable for use with Raspberry Pi);

— time — implementing delays in the algorithm’s execution.

Results and discussion

Let’s consider the algorithm of the program code for the **automated
management system for monitoring unauthorized consumer connections to the
power supply (Fig. 1).

Let’s describe the operation of the algorithm.

Algorithm Description:

1 Retrieving Reference Data from SQLite Database:

— The “sqlite3" library is used to extract the average electricity consumption
data for a specific consumer.

2 Monitoring Current Electricity Consumption:

— The program receives input data on the current electricity consumption (in
kWh) and compares it with the average values.

3 Detecting Exceedance of the Allowable Threshold:
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— If the current consumption exceeds the average level by **10 %**, the
system classifies the situation as a **potential unauthorized connection.

4 Alert Mechanisms:

— In the event of anomalous consumption, the system implements three
notification methods:

— Sending an SMS warning message (using the “smtplib® module);

— Sending a notification to Telegram messenger (using the “telepot’ API);

Figure 1—Algorithm of the program code for the automated management
system for monitoring unauthorized consumer connections to the power supply

— Activating an alarm signal on the security control panel.

5. Decision to Disconnect the Power Supply:

— If the user does not respond to warning signals within 600 seconds, the
system automatically disconnects the power supply by controlling phase relays
using the "gpiozero’ module.

The program code “Automated Management System for Monitoring
Unauthorized Consumer Connections to the Power Supply”, presented in (Fig.
2-5), is implemented using the Python programming language and is based on
the algorithm described above.
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Program Description

This Python program monitors electricity consumption to detect unauthorized
connections and excessive power usage. It retrieves average power consumption
data from a database and compares it with real-time consumption.

Figure 2— The program code “Automated Management System for Monitoring
Unauthorized Consumer Connections to the Power Supply”

Figure 3 — The program code “Automated Management System for Monitoring
Unauthorized Consumer Connections to the Power Supply”
39
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Figure 4 — The program code “Automated Management System for Monitoring
Unauthorized Consumer Connections to the Power Supply”

Figure 5— The program code “Automated Management System for Monitoring
Unauthorized Consumer Connections to the Power Supply”

If the power usage exceeds 10 % above the nominal value, it triggers a series
of alerts and takes corrective actions.

Key Features:

1 Database Integration (‘sqlite3"):

— The program retrieves historical power consumption data from an SQLite
database;

— Function: ‘get average power(consumer id)"

2 Real-Time Power Monitoring

— The program continuously checks the electricity consumption provided
by the user;

— If consumption surpasses the threshold, it initiates alerts;

—Function: ‘'monitor_power(consumer _id, phone number, bot token, chat id)’

3 Alert Mechanisms:

— SMS Notification (‘smtplib*): Sends an alert to the user’s phone via email-
to-SMS gateway;
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— Telegram Alert (“telepot’): Notifies the consumer through Telegram
messaging;

— Security Alarm (“alert_security panel()’): Triggers an alert at the security
control panel.

4 Power Shutdown System (" gpiozero’):

— If the consumer does not respond within 600 seconds, the system
automatically cuts off power on all phases.

— Function: “shutdown_power()", which controls GPIO-connected relays to
turn off power circuits.

5 Error Handling

—The program includes try-except’ blocks to catch errors related to database
queries, message sending, and power shutdown.

Execution Process:

1 The program retrieves average monthly consumption from the database.

2 It continuously monitors the real-time power usage.

3 If consumption exceeds 10% above the nominal value, the system:

— Sends an SMS alert.

— Sends a Telegram notification.

— Triggers a security panel alarm.

4 If no response is received within 600 seconds, it automatically disconnects
power.

Technologies Used:

— SQLite3: Stores historical power consumption data;

— SMTP (‘smtplib*): Sends SMS notifications;

— Telegram API (“telepot’): Sends instant messages to the consumer;

— GPIO ("gpiozero™): Controls power relays for automatic shutdown.

This program is useful for electricity providers and industrial facilities to
detect and prevent unauthorized electricity connections, reducing energy losses
and ensuring safety. The developed program code was uploaded to the Arduino
microcontroller (Fig. 6) presents the functional diagram of the implementation
of the automated management system for monitoring unauthorized consumer
connections to the power supply.
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Figure 6 — Functional diagram of the automated management system for
monitoring unauthorized consumer connections to the power supply

In the functional diagram: the power supply from the external network is
delivered to the metering device, and then to the circuit breakers. The meter
readings are accumulated in a database via a Wi-Fi network. The database is
connected via mobile access to the ENC28J60 internet module, which transmits
data to the Arduino microcontroller, where the program code is uploaded.

Based on the input data, the monitoring process runs continuously. In case
of unauthorized connection to the power supply, the system executes the scenario
described in the algorithm above.

Conclusions

The proposed automated monitoring system enables the rapid detection of
unauthorized electricity consumption. The integration of artificial intelligence
with machine learning technology for accurate forecasting, along with SQLite
database integration and feedback communication with various devices, ensures
the convenience and flexibility of the system.

Currently, a prototype is undergoing testing to improve performance
parameters, interfacing devices, and node configurations for the subsequent
patent application for a utility model and the possibility of mass production
implementation.

Thus, the presented program code is a reliable solution for monitoring
electricity consumption and protecting power systems from unauthorized
connections.
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JKACAHJIbI MHTEJUIEKTTI DJIEKTP )KYHUEJEPTHE
TYTBIHYIWBIJIAPABIH PYKCATCbI3 KOCBIJIYBIH
MOHUTOPUHITEY YIHITH MAUJTAJIAHY

2024 scvinvr Kasaxemanoa «Onekmp dHep2UACLIH Ypiay» maceneci
e3exkmi bonvin Kana bepedi, acipece «kKEGOC» AK oepexmepine
catikec 1,025 I'Bm-man kem emec 371eKmp IHePUACHIHbIH MANULLIbIZb]
Kyminyoe. Byn swcazoaii Kazaxcman Pecnybnuxaceineiy 6unicin Peceti
Dedepayuacvlnan dNeKmMp IHePSUACHIH UMNOPMMAY Hemece WK
MYMbIHYWBIIAP2A WeKmeyaep eH2izy CUAKIMbL apaiapobl Kapacmuipyd
MmaoncOypretioi. Tapughmepoin ocyi scane pecypcmapobiy scemicneyutiniei
HCALOANBLIHOA 3AHCHI3 KOCLLILIMOAD SHEPRUSA HCYUECiHe KOCLLMULA HCYKmeme
Canvin, IHEP2eMUKANLIK KOMAAHUALAPOLIY KAPHCHIIbIK UbIbIHOAPbIH
apmmulpuln, NeKmpmMeH HcabobiKmayobly ceHiMOiniciH momerHdemeoi.

Byn maxana « Pyxcamcuiz KoculiviMoapovly dHcoHe «uamadaHn mulc
Kyam mymuiHyobl» AHbIKMAY2a APHANRAH SNEKMP IHePUACHIH MYMbIHYObl
baxwvLiay ocyiiecin Kapacmulpaowvl. Kacanovl unmeniexm He2izinoezi
aA8MOMAMmMaHObIPbIILAH 6ACKAPY HCYlieci INeKmp IHEePSUACHIH HAKNb
Yaxwvim pexcuminoe manoaiiovl, OHbl 0epeKKOpOa CAKmMAan2aH opmauid
HOMUHAObL MOHMEH canvicmuipadvl. Eeep mymuiny 6encineneen wiexmi
10 %-2a acwein kemce, 6agoaprama abonenmmiy menegonvina SMS
apkuLvl, Telegram meccendoicepi apkwinbl xabapnama sxcibepin, backapy
naueninoe Hemece backapy dcyiiecinoe 0abbll CUSHANBIH ICKe KOCbIN
ecKepmynep Hacaiowl.

Ezep mymuinywor 10 munym iwinoe scayan 6epmece, xyie
bapnvik asanapoazel 3neKmpmeH H#cabobIKmayosl agmomammaol mypoe
ewipeoi, 6y MyMKiH OONAMbIH WAMAOAH MbIC HCYKMeMelep MeH 3aHCbl3
MYMbIHYOLIH ANObIH AAObL.

45



TopaiireipoB yHHBepcuTeTiHIH Xabapibicel. ISSN 2710-3420. Onepeemuxanvik cepusicol. Ne 2. 2025

Kacanovr unmennekm mne2izindezi agmomammanOblPblIAH
MOHUMOPUHE JICYUeNepi INeKMP IHEPSUACHIH HAKMbL YAKbIN PElCUMIHOe
Kaoaz2anan, aHOMAUsaApObl AHLIKMAN, PYKCAMCHI3 KOCLLIBIMOAP2A JHcedel
apexem eme anaovl. Byn KapoicwliblK Wbl2bIHOApObl A3alinyea, d1eKmp
Jrcenninepin 6aKwiiayobl HCAKCAPMYa HCIHE JNeKMPMeEH HCabObIKMay Obll
CeHIMOINIZIH apmmulpyea Kemexmeceoi.

JKacanovl unmennexmke nezizoenzen aknapammolk MEXHONOSUALAD
INEeKMP IHeP2UACLIH YPIay MeH PYKCAMCbl3 dIEeKmp IHepUACbIH
natioananyovly andbin aryod Maybl30bl KYpaiea auHanyod, OHblY iiHoe
Kaszaxcman Pecnybnukaceinoa oa.

Kinmmi cesoep: scacanovt unmennexm, pyKcamcvi3 KON#cemimoinix,
9HepUsi MYMbIHY, A8MOMAMMAHOLIPLLIZAH DACKADY, MOHUMOPUHR.

*K. Axuwes', JK. Hypmaii’, JI. Axuweea’, A. Tynezynog*

124K a3axckuit yHHBEPCUTET TEXHOIOTHH U OusHeca nmenn K. Kynaxkanosa,
Pecmy6nuka Kazaxcran, . AcraHa;

SHazapbaeB nHTEIUIEKTyaIbHas mKona, Pecmybnuka Kasaxcran, r. Actana.
Hoctynmino B pegakomto 15.01.25.

[octymmno ¢ ucnpasierusmu 17.02.25.

[Ipunsro B neyars 03.06.25.

NCITOJBb30BAHUE HCKYCCTBEHHOI'O HHTEJIVIEKTA
JJI I MOHUTOPUHTA HECAHKIIMOHUPOBAHHOTI'O
MOJAKJIOYEHUSA K DQHEPTOCETSAM MOTPEBUTEJIEA

B 2024 200y 6 Kazaxcmare npobnema «Kpaxcu 31eKmMpOdHepUU»
ocmaemcs akmyanbHot, 0CODeHHO Ha poHe npocHo3Upyemo2o dedhuyuma
anekmposnepeuu, komopuwiil, no dannveim AO « KEGOC», moxcem
cocmasums te menee 1,025 I'Bm.

Omo svinyacoaem enacmu Pecnyonuxu Kazaxcman, paccmampugams
Mepbl no umnopmy anexkmposnepauu u3 Poccutickou Dedepayuu uiu
86€0eHUI0 02panudeHull 011 6HYMpeHHUX nompedumenei. B yciosusax
pocma mapughos u nexeamku pecypcog «Henezanvuvie nooxkuouenus
€030ai0m OONOTHUMENLHYIO HASPY3KY HA IHEP2OCUCEMYY, VEeNUUUsas
Gunancosvie nomepu IHEP2OKOMRAHUN U CHUNCAS HAOENCHOCMb
9N1eKMPOCHADICEHUS.

B oannoii cmamee paccmampueaemcs cucmema MOHUMOPUHed
nompeoneHUs 2NeKMpPOIHEPSUL C YeTlbio 8biseeHs « Hecankyuonupoeanuix
nookauenuuy u « Ypesmepnozo ucnonb3068aHus MOWHOCMU Y.
Aemomamusuposannas cucmema ynpasienus Ha 0CHOBe UCKYCCMBEHHO20
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UHMeNNeKma, aHanusupyem nompeobnenue d1eKmpodIHepeuU 8 pedxicume
PeanbHO20 8PEeMEHU, CPABHUBASL €20 CO CPEOHUM HOMUHATTbHBIM 3HAYEHUEM,
xXpansyumcs 8 6aze Oanmvix. B ciyuae npesviwienus ycmanoeienHozo
aumuma na 10 %, npoepamma unuyuupyem mpesodiCHbie ONnoGeu eHus,
omnpasasa ygeoomnenus vepes «SMS» na menepon abonenma,
meccedancep Telegram, a maxoice akmugupyst « CUSHAL MPeBO2U HA NAHETb
VAPABNEeHUss U CUCMEMY YNPAGTEeHUSL.

Ecau nompebumens ne peazupyem na nonyuenmvie cooOujenus 6
meuyenue onpedenenno2o epemenu 10 munym, cucmema agmomamuiecKku
«omkaiouaem 3nexmpocHadicenue Ha 8cex azaxy, npedomepauyas
B03MOJICHbIE NEPecPY3KU U HEe3aKOHHOe nompebieHue.

Asmomamuszupoganuvle cucmemvbl MOHUMOPUHEA HA OCHOGE
UCKYCCMBEHHO20 UHMELTEKMA, CNOCOOHbL 8 PedCUMe PeaibHO20 8PEMEHU
omcenencusams nompeoieHue ANeKmMpoOIHePSUU, BbISGIAMb AHOMATUU U
ONEepamusHo peazuposams Ha HECAHKYUOHUPOBAHHbIE NOOKIIOYEHUS, YMO
NO3BONSIOM MUHUMUSUPOBATNG PUHAHCOBBIE NOMEPU, VILYHULUING KOHMPOTb
HAO 2NeKMpOocemsamu U NOBbICUMb HADENICHOCTL IHEPSOCHAOIICEHUSL.

HUnpopmayuonnvie mexnonozuu Ha 0CHOB€ UCKYCCMBEHHO20
UHMENTeKMA CMAHOBAMCS «KIIOUEBbIMUY 8 NPEOOMBPAUCHUU KPAIC U
HEeCaHKYUOHUPOBAHHO20 UCNONb308AHUS INEKMPUYECKOU IHEP2UU 6 THOM
yucne u 8 Pecnybnuxe Kazaxcman.

Knrouesvie cnosa: uckyccmeenHbwiil uHmeniexm, He CAaHKYUOHUPOBAHHbILL
docmyn, 3HepeonompebieHue, asmomMamu3upo8anHoe ynpasietue,
MOHUMOPUHE.
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